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Abstract  Due to the shortage of existing RBAC (Role-Based Access Control) model in supporting
the control of the role migration and fine-grained service, this paper proposes the concept of
quantified service and realize a fine-grained access control mechanism based on the quantified
roles and services. Combined with the actual situation of an open network environment, it puts
forward the formal definition of QSRBAC (Quantified Services and Roles Based Access Control).
The model provides a flexible access control granularity, supports the multi-angle access control
for the roles as well as services, and supports the dynamic adjustment of rights and conditional
role migration. Therefore, it can be used in the large-scale open network environment. Experi-
ments show that when the scale of configuration is 1 million, the maximum amount of memory

required by the access control system is below 9. 6 GB, while the average execution time is below
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20 microseconds. By this end, the model satisfies the effectiveness and delay requirements of

access control. And this model significantly enhances the manageability of access control process.
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BC 2 P A A X — o AR A 5 A 6 0 I A 5 [ AL
R B P AR L A B 20 E 002 Cu ) R
TR ACHE waCusr) MG TSP ESICH
UA ().
UA (r) ={uaCu; sv) luaCu; sv) EUA ,i=1,2,+,n}.

T 28 5 Hb 40 18 1 1) AR 32 2 56 B R 7 1)
55 B BE J1» 2F WAL FR 19 43 BE & & PA (Permission
Assignment) A DL 0@ (r. ) R E R ICH
paCros). FAUH QR f T — 4LAUR L e
PA®).
PA(r) ={paCu;,r) | palu;,r) EPA,i=1,2,+,n}.

(2) &ML

M PR A LLS L R AR AR 43 T 4
REGZ P Iy BCALBR. 24 il A RS G H 45 21 0 2 &
Bt fioh R S5 A I FEHT P R PR A R L P T A £
R R S A 1T F o A 4 7 k7 B A
METHMA LR G PR ar Qo) 25, fil
K P BT & i i 0 Role Cu) 19 5 3731 5. o,
Role(u) = func(attr(u)).

(3) B AR A 4
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F18 £ i J 4. 2 B AL A DR B ik I e ) A= i S S
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3.6 QSRBAC #& A iy ja) 3= #l & %

1t QSRBAC B AY (1 Je fily B, 8 5 10 ik 55 19 3
o gl AVT R AR B . AR — RGN
F P user Vi) IR 55 service BYHALEE B Auth Cuser,
service) BB L B 1 3R, FEB Y 1 T, FH stream

T w RSP H P user, RS service) ,
policy Feam KM suid Ml sid 43 9w FH 2 AR 55 19
E 0305 B suater Fsarer 53 591378 F P FIIR 55 1) )&
PEAF B s cache KR GAFAF B, server Z 554 T
PRATFH P 0 IR 55 1 4 L

Bk L T RIS A A Ry D TR R Bk
YN« stream s policy
i Auth
1. function AccCon(stream, policy)
Auth< (7 ;

2

3. uid <= f riracru (stream) ;

4 $std < foriracts (Stream) ;

5 uattr = FINDATTR (cache ,server, suid) ;
6 sattr = FINDATTR (cache,server, ,sid) ;
7. Auth = Inquire(uattr,sattr, policy) ;

8 return Auth

9. end function

10. function FINDATTR (cache,server.id)
11.  i<0;

12.  attr< J;

13.  block<—sizeof(AttrSet) ;

14. while <Tcache/block do

15. if attr= then

16. attr="_lookup(block[i],id);
17. break;

18. end if

19. i++;

20.  end while
21. if attr=NULL then

22. attr=»Lookup(server,id) ;
23.  end if
24. return attr

25. end function

%L AccCon 8 35 X stream F1 policy #4757
BT+ AT T 224 7 9 e 75 g 2 SR JBCAm] A 42 o] 5 e A X 4>
PRELH A 3 AT RRE Ho [ ST XT stream
15 B E AT 43 A fg B i B P IR 55 1 id {5 B
FINDATTR & 5CH 4 P AR 55 19 id 5 85
cache Fl server W RAEWIAE B #EAT HLES f 2 i)
BN IEEAE B ater. Inquire R0 MR 45 I 55 FH 7
MBS B arer DL RGERBE policy £ HEmE , H
WiT 107 24 R 1% 45 ] 15 it LA s Lookup PRERGE I3 X
GEAr 46 B block BUIR 55 & server #E4T £, 3 [1]
FH P 8k 55 0 @ AR ater.
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attention to the area of RBAC, and focused on theoretical
model and practical applications. However, a lot of issues
still have not been addressed well. The author study the
access control strategy based on qualified users and services
and illustrates the mapping method from the behavior control
strategy to executable rules in firewall. At the same time,
starting from the possible relations between the users and
service of firewall domain, this paper discusses the role
migration and the dynamic changes of service and proposes a

dynamic access control method.



